dotNet Protector® 6 Enterprise Subscription
Using License Studio and Activation Services
Quick Start Guide

Note:
This guide also applies to dotNet Protector Evaluation. In that case, you'll have a demo account and every license you'll

build will be revoked after 7 days. Demo accounts are removed after 6 month of inactivity. If it happens that your demo
account has been removed, just do the step 2 again to recreate your demo account.

Preliminary step (optional)
If you have a keyset from a previous version, that you would like to keep, it’s time to import it

[ dotMet Protector Enterprise Edition - (No name) — [m] ®
File | Tools | 7

{Projec| Build Project | Generate |

Activate dotMet Protector

Proj ~
Import License File

s Export License File Browse
5 Import Keyset
Kel Export Keyset Browse
Extend Keyset
Qutput Window

Step 1: Extend your keyset

[ dotMet Protector Enterprise Edition - (Mo name) - [m] *

File | Tools | 7

Projec] Build Project | Generate|

Activate dotMNet Protector
Proj ~
Import License File

Asser Export License File Browse
& Import Keyset
Kel Export Keyset Browse
Extend Keyset
Output Window
(@] dothet Protector Enterprise Edition - (No name) — [m] x

File Tools 7

{roject | Protection | Hardware Lock| Embedding | Generate |

Project Type Windows EXE ~

Assembly to protect Browse

Strong Name
Key File Browse

Qutput Window

Subscription % M-
Keyset already uparaded. trying to publish Modulus
Publisher Id=t
Publishing Modulus
Emor publishing Modulus. Emor Code=2

Modulus already published

Note: In the above screenshot, the keyset had already been extended and modulus published.



Step 2: Install LicenseStudio

Uncompress LicenseStudio.zip

Extract

Extract to:

[ChLicsnseStudio! ]

Path mode: Password

Ful pathnames ~

Overwrite mode: [A Show Passward

Ask before overarite it

s

x

L

Step 3: Export your keyset to your LicenseStudio Path

[E7] dotNet Protector Enterprise Edition - (No name) - [m] X
File | Tools
Project Build Project | Generate|
y Activate dotMet Protector
Proj =
Import License File
fssel Export License File Browse
st Import Keyset
Export Keyset
ke e ST [ Envegistrer sous X
Extend Keyset
« v » CePC » Disquelocal (C:) » LicenseStudio ~ D Rechercher d... o
Output Window Organiser « Mouveau dossier =< (2]
Resa ™ Nom Modifié le Type
@ OneDr Aucun élément ne correspond 3 votre recherche.
I CePC ¢ >
Nom du fichier: | EEAEGIETEET -
Type: dotNet Protector key set (".keyset) ~
A Masquer les dossiers Annuler
Extract X B Cuvrir X
Exract to: &« v » CePC » SYSTEM(C) » ActWizard v & Rechercher dans: ActWizard 0
\SmartWizard ~
| Organiser v Meouveau dossier > o
Path mode Password # Acces apide A Nom Modifié le Type Taille
bin 6/06/2016 16:52 Dossier de fichiers
Ovorarta mod & OneDrive e L
verwrite mode: [ Show Password Properties 2016 16:52 Dossier de fichiers
Ask before overwrite ~ @ cepc [ ActWizard.dpp 25/05/2016 11:15 Projet dotNet Prot... 1Ko
I Bureau v
Nom du fichier : | ActWizard.dpp | | dothet Protector Project (*.dpp
Ouyrir Annuler
[B] dotMet Protector Enterprise Edition - ActWizard.dpp — O X
File Tools 7
Frojeﬂ] Pmtemmn} Hardware Lock| Embedding Generate
Destination directory |C “ActWizard\bin‘\Debug'Protected ‘ Browse

[] Merge Rurtime with Executable ] Build Trace décoding Informations

Build Project

[ Allow NGen on assembly

Qutput Window

PvLog dotMet Protector v6.0.6000.32781 Edition Enterprise
EXE Protector - NET Framework Version 4.0.30315.42000
Version Rurtime Cible : 6.0.0.0

C:MActWizard binDebug'\ActivationWizard exe

Chargement des Metadata et de Il

+r/Activation\Wizard resources dil

+zh-CHS/Activation Wizard resources dil

+zh-CHT//ActivationWizard resources dil

Cryptage des méthodss

C:\ActWizard'\bin\Debug'\ProtectedPvLogiciels dotNet Protector. Runtime dll
C:M\ActWizard binDebug'\Protected'\PvLogiciels dotNet Protector. Rurtime AMDE4.dll
C:\ActWizard \binDebug'\Protected'\PvLogiciels dotNet Protector. Rurtime Ped AMD64 dil
C:\ActWizard\bin\Debug'\Protected\PvLogiciels dotNet Protector. Runtime Fx4 X86.dll



Step 5: Protect your application

Embed the wizard

(& dotMet Protector Enterprise Edition - F dpp — u] X

File Tools 7
Project {Pratection | Hardware Lock| Embedding | Generate |

[ Use Advanced Protection (L Obfuscation) [ Obfuscate Names Obfuscate public names
[ Dem limit Days [ Runtimelimit Mintes

Limited Execution Mods (Dema Bxpired)

O throw ApplicationBxception () Load Assembly by Name @® Load Embedded Assembly

| C\ActViizard bin'\ Debug' Protected\ActivationViizard exe |

Output Window

Enable Hardware Lock

[G] dotMet Protector Enterprise Edition - FeaturesSample.dpp - O X
File Tools ?
Project| Protection Hardware Lock | Embedding | Generate |
[~] Enable Hardware Lock Component activation mode:
et o v .

[ Allow Instant Activation

Step 6: Build a license for your application
Launch LicenseStudio

dotNet Protector License Studio - O X
Licenses
d Softwareld Major Miror Productiey Fags  nlics EndC¥
b | Bac26f02-5367-ccd9-d8f9-2290 73393 | 707564867FID0BEC | WinSample v1.0 1 0 C56UX-49J6G-PESFU-29LWL-ZENOE |0 1
e340dact-ef4c-6826-3e05-26115984fF | 707564867FID0OBEC | WinSample v1.0 1 0 TH3UW-5YTHW-ON3SC-ZCRIM-ET7FS |0 1
167e16b8-643c-3068-5c8b-2855a28f6d0 | 3AC18121DBOD8387 | FeaturesSample w1.0 | 1 0 R2360-5VAVY-UKLKT-GEE78-COMXI o 1
4084b85b-bEcf-a 74 b -9D0BEC | WinSample v1.0 1 0 4H4EU-8GIHO-ZXLFV-CEHEL-BEDQS |8 1
732d2cTb-72e4-4c9c-6082-61662adBab3 | 3AC18121DBODEIET | FeaturesSample w1.0 | 1 0 EWU4G-BNWIZ-PQHTK-EFXML-4MALE |0 1
552e17c5-07c2-6b3c-9bbc-76252d%ea87 | 3AC18121DB0D8387 | FeaturesSample w1.0 | 1 0 PQ14Y-41ABA-RFHWE-EXTQS-8GY70 |0 1
4b5cZab04a35-a51e4977-85%5ade6d38 | 3AC18121DBOD8387 | FeaturesSample w1.0 | 1 o JZ315-9KHS4-EHJSY-RGANT-NYCE0 o 1 Revoke Enabled
©34%f 1c¢ F-a168-40a2a7929420d224 | 3AC18121DBODE8T | FeaturesSample w1.0 | 1 0 RZQMX-MEB2U-PEVZA-ZAKOR-UODHAI |0 1
§9bfcf0f-2c93-53-913b. "9D0BBC | Wi ple v1.0 1 0 EY81N-8KCHD-KCMUK-GX5T7-V25Y0 |0 1
bale13c4-786e-4eal-Sb54 9D0BEC | WinSample v1.0 1 o QWB83IX-3PQDK-KXTV5-68JKV-FE28B 15 1
4c07e1a8cIcdal4c-2a6a-d83c2cc 1dbed | 3AC18121DB0DE387 | FeaturesSample w1.0 | 1 0 83J6Z-9NNO-NYVUD-Z4JQP-WQD00 |0 1
Gedfff-1c52-5326-06f4-deB87dd5eda74 | 3AC18121DBODS3ET | FeaturesSample w1.0 | 1 0 YFORN-FSRR2-LI3MM-CAGKD-6F9YS |0 1
0262b610-6412 0040250 156318e8h 23 | 3AC18121DBODB3A7 | FeaturesSample v1.0 | 1 [} AAQCG-UKVEZ-ZYFHG-TDZMC-RAXHO |0 1
ToBe521-6h8-81b4-IoBe f58abf1640d3 | 3AC18121DBODE87 | FeaturesSample w10 | 1 0 EDZEM-DECNES5LQV-7IR3Z-FKMID |0 1
Activations
id HwHash Hwldentity ActivationKind LastActivated LastUsed LastRefreshed LicenseKey

b bcbcB717-1418-48-a03d-010434744208 | F2ZAS3CCDEADCACEA | DODDDD00208DEEAS | SMART BIOS 31/05/2016 18:30 | 31/05/2016 18:30 | 31/05/2016 18:30 | SNTPJE-6YVFID-QXISMZ-Z1W767-D2DFCA-KIAQYZDIVYTS-255K 1M-DKGYIZ-UWWXIL

Right-click on an empty place and select ‘New License’



Fill-in the details

F Mew License - o X

Assembly |FeaturesSample v1.0 || Browse

Hashed Name |FeaturesSample v1.0 ‘

Friendly Name ~|FeaturesSample v1.0 |

[ Ignore Major Version [ Ignore Minor Version [ Persist EOS

License d [0707235fa 174-Ibee-554e-050378d 322 | License humber
Adctivation Perod |30 < End Of Subseription Never | lundi & jun 2016
Single / Multiple | Single ~ Features 3 3

Allowed Kinds Computer UsB SMBIOS WACaddr [ User

Tolerance '

Create

Persist EOS : (Activate to Reference Only) Runtime Licenses end when the design license Ends
Activation Period: After that period, the license needs to be refreshed (done automatically)
Features: Features bitmask this license will grant

Single License:

Allowed kinds: What kinds of activation do you want to support

Tolerance (computer only, ignored for other) : number of differences you tolerate

Multiple License:

Allowed kinds: either Site (unlimited within a subnet)

@ New License - O =

Assembly |FeaturesSample v1.0 || Browse

Hashed Name |FeaturesSampIe v1.0 ‘

Friendly Name: | FeaturesSample v1.0 |

[ lgrore Major Version [ lgnore Minor Version [ Persist EOS
License |d [070723ef2174-Tbes-554e-0503 7803222 | License Number
Activation Period |30 - End OFf Subscription Maver ndi 6 juin 2016
Single / Multiple | Muliple v Features 3 s
Alowed Kinds [] Ste
License Count |0 <
Create

Or
License count per Device/User/Concurrent Device/Concurrent User

A Mew License - O x

Assembly |FeaturesSample v1.0 || Browse

Hashed Name |FeaturesSampIe v1.0 ‘

Friendly Name: | FeaturesSample v1.0 |

[ Ignore Major Version [ Ignore Minor Version [] Persist EOS

License d [070723sfa 174-Tee-554e-050378d322 | License humber
Activation Peried |30 - End Of Subscription Maver undi 6 jun 2016

Single / Muttiple | Multiple ~ Features 3 5

Alowed Kinds [] Site Device User Congc Device Conc User

License Count |10 S

Done

Mew License x

UMZ4A-HECER-5F1K7-YNY08-LFFHE



Step 7 (optional): Customize LicenseStudio

Download LicenseStudio-GuiSrc.zip and enjoy.

You can change, for example what happens when you click new-License
private void newlLicenseToolStripMenuItem_Click(object sender, EventArgs e)

{

}

Guid newlLicenseld;
uint newLicenseNum;
clt.GetLicenseIds(out newLicenseNum, out newlLicenseId);

FormNewLicense frmNewLicense = new FormNewlLicense(newLicenseNum, newlLicenseld);

if (frmNewLicense.ShowDialog(this) != DialogResult.OK) return;

if (frmNewlLicense.assemblyName == null) return;

byte[] Infos = frmNewLicense.LicenseInfos;

byte[] License = CloudLicensingClient.CreateCloudLicense(PublisherKey,
newLicenseId.ToByteArray(), frmNewLicense.assemblyName, Infos, Keyset);

ulong data = DataFromInfos(Infos);

string newProductKey = CloudLicensingClient.EncodeProductKey(newLicenseNum, data,
Keyset);

clt.UploadLicense(newProductKey, frmNewLicense.FriendlyName, License);

MessageBox.Show(this, newProductKey, "New License");

Reload();

You could perhaps encode the license number
private void newLicenseToolStripMenuItem_Click(object sender, EventArgs e)

{

Guid newlLicenseld;

uint newlLicenseNum;

clt.GetLicenseIds(out newLicenseNum, out newlLicenseld);

newLicenseNum = CloudLicensingClient.EncodelLicenseNumber(newLicenseNum, Keyset);

FormNewLicense frmNewLicense = new FormNewLicense(newLicenseNum, newLicenseld);

if (frmNewLicense.ShowDialog(this) != DialogResult.OK) return;

if (frmNewlLicense.assemblyName == null) return;

byte[] Infos = frmNewLicense.lLicenseInfos;

byte[] License = CloudLicensingClient.CreateCloudLicense(PublisherKey,
newLicenselId.ToByteArray(), frmNewLicense.assemblyName, Infos, Keyset);

ulong data = DataFromInfos(Infos);

string newProductKey = CloudLicensingClient.EncodeProductKey(newLicenseNum, data,
Keyset);

clt.UploadLicense(newProductKey, frmNewLicense.FriendlyName, License);

MessageBox.Show(this, newProductKey, "New License");

Reload();



